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INTRODUCTION
This document reviews and compares Citrix’s ShareFile product with Egnyte. 

In order for a successful deployment of EFSS within an enterprise, there are many 
ingredients the solution must provide. This document will compare the solutions 
along the following dimensions.

Corporate Focus The core mission and focus of the provider and how that aligns with 
customer needs.

End-user Experience The success of all business applications gets down to user 
adoption. Hence, end-user experience is paramount in a customer’s selection process.

Performance and Scalability Most applications perform well in smaller settings with 
small files or small data volumes. It’s critical that the EFSS platform scales when files 
and data sets increase in size.

Architecture The origin and strengths of the architecture to handle a multitude of 
enterprise use cases.

Deployment Options The diversity of deployment options to meet the security 
needs of the customer. This section will also evaluate compliance to architectural and 
technology standards.

Security The breadth and depth of security and control options to manage users, data, 
devices, as well as a comprehensive auditing ability to achieve compliance.

Extensibility The ease of extending the application and integrating it with the multitude 
of other enterprise applications.

CORPORATE FOCUS
Acquired in 2011, ShareFile is part of Citrix’s vast portfolio of products. While 
ShareFile offers enterprise file sharing with a hybrid architecture, EFSS is not Citrix’s 
main focus. Specifically, ShareFile is one of the smallest product lines within Citrix in 
terms of size and revenue. 

Citrix’s strategy has been to provide ShareFile as an offering to its install base to 
drive incremental revenue. As such, the product strategy of ShareFile is driven 
by Citrix’s install-base needs, rather than a best in class EFSS solution that is fully 
vendor neutral.

Egnyte is a purpose-built, enterprise-caliber file sharing platform. Egnyte was the 
first enterprise-only file sharing solution in the market, introducing the notion of 
hybrid file sharing, granting customers the flexibility to store files on-premises, in 
the cloud, or both. Egnyte’s focus is rapid customer-centric innovation, unhindered 
by the constraints and bureaucracy of a larger corporation whose primary focus is 
other products and markets.

Egnyte customers consistently speak of the true partnership they enjoy with Egnyte, 
both from a product capability as well as strong relationships to ensure the product 
continues to meet their needs.

“Egnyte was the first 

enterprise-only file 

sharing solution in the 

market to introduce 

the notion of hybrid 

file sharing, granting 

customers the flexibility 

to store files on-premises, 

in the cloud, or both.”
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END-USER EXPERIENCE
When considering user experience, it is important to recognize that there are different 
user and usage profiles within an organization. This is a lesson Egnyte has learned 
through thousands of customer deployments. The different usage profiles are: 

Mobile/Web Users

These are users who are adopting web and mobile technologies and look for state 
of the art collaborative capabilities.

Desktop Users

These users are accustomed to working from a drive letter mapped to a traditional 
file share and expect a similar user experience. Many use cases, like working on 
financial spreadsheets, are best served by this capability since these files may be 
linked to each other.

Offline Users

These are users who need to work offline and sync files to the cloud. These users 
may work with large files or in areas with limited connectivity or bandwidth.

In order to achieve true adoption, an enterprise EFSS product should deliver strong 
and equitable experiences across all usage profiles and empower the enterprise 
with the flexibility to serve all user profiles regardless of their choice of interface or 
preferred style of work.

Web UI

Egnyte offers a modern and powerful Web UI, with features like preview support for 
an extensive list of file types (images, Office files, PDFs, audio, video, source code, 
etc), a dedicated gallery view for images, comments, mentions and an activity stream 
that lists recent updates in the folder you’re currently browsing.

Egnyte Image Viewer (with comments and activity history)

“In order to achieve true 

adoption, an enterprise 

file sync and share 

solution should deliver 

strong and equitable 

experiences across all 

usage profiles.”
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ShareFile Image Viewer

Additionally, Egnyte’s WebEdit tool lets you select a file from the Web UI, open it in its 
native application, lock the file automatically, and save changes as a new file version. 

While ShareFile’s Web UI provides some basic features like drag & drop uploads and 
link sharing, it lags behind in many other areas, falling short of providing a modern 
user experience. 

Egnyte Web User Interface (with comments and folder / file activity history)

“While ShareFile’s Web 

UI provides some basic 

features like drag & drop 

uploads and link sharing, 

it lags behind in many 

other areas, falling short 

of providing a modern 

user experience.”
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ShareFile Web User Interface

For instance, file previews take place in a separate window, removing users from 
the main UI. Preview support in the UI is also limited to basic images, Office files, 
and PDFs. Notably, preview support is completely absent for customer-managed 
StorageZones deployments. 

Features like comments and an activity stream are also missing from ShareFile, 
forcing users to rely on other tools when collaborating on content. Finally, since 
ShareFile offers nothing similar to Egnyte’s WebEdit, users need to go through a 
multi-step process of downloading a file, making all of their changes, and uploading 
that new version back to the cloud.

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Integrated drag / 
drop with inline 
file uploads and 
progress tracking

No Egnyte provides direct feedback to users on 
upload progress within the folder instead of 
navigating to another window. 

ShareFile does not have this capability. 

Inline previews in UI No ShareFile offers no web previews. 

Editing with 
integrated locking 
from Web UI

No Egnyte allows you to edit and lock the file 
seamlessly in one click, whereas ShareFile 
requires users to explicitly lock a file, then 
download, then edit, reupload the file, then 
unlock the file.

Activity streams 
per folder 

No Egnyte enables users to see at-a-glance each 
folder’s file activity. With Egnyte, the activity 
streams are integrated into every folder 
making them context sensitive. Not only that, 
Egnyte users can easily access the Activity 
Stream since it is on the same tab as their 
files. 

ShareFile does not have an Activity Stream. 

“Collaboration can 

become complex and 

disorganized if you let it, 

but with Egnyte we have 

simplified the process.”

- M&C Saatchi

> READ THE CASE STUDY

https://www.egnyte.com/corp/case-studies/mc-saatchi.html
https://www.egnyte.com/corp/case-studies/mc-saatchi.html
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CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

File commenting 
with integrated 
notifications

No Egnyte provides integrated file collaboration 
as needed.

Full feature parity 
with on-premises 
deployment 

No ShareFile does not offer parity across 
deployment models – for example file 
previews are not available in the on-premises 
deployment.

Web UI Summary 
Egnyte provides a powerful solution to meet the needs of Web users, while ShareFile’s 
UI is dated, lacking in rich collaborative features and lacking in feature parity between 
its public cloud and on-premises solution.

More concerning is the the lack of an integrated editing client that requires the user to 
perform many manual steps to ensure files are locked, edited, and versioned correctly.

Simply put – Egnyte’s pace of innovation is unmatched across all of our competitors.

Desktop Users — Egnyte Drive 

The traditional way to deliver a desktop mapped drive experience against a cloud service 
has been using WebDAV as a protocol. Although Egnyte currently supports WebDAV, 
this protocol has numerous challenges — notably performance and reliability. 

Egnyte offers its own SSL-based client, Egnyte Drive, that offers a familiar “drive letter” 
experience, but without the performance and stability issues commonly found when 
using WebDAV. Egnyte offers this for the Windows and Mac platforms.

Files opened through Egnyte Drive are automatically locked in the cloud ensuring 
smooth collaboration and preventing version conflicts. It also offers “right-click” 
options,so users can share files and preview files directly from their desktop. 

Additionally, users can simultaneously connect to multiple accounts at the same time. 
Egnyte Drive can be integrated into mass deployment tools leveraged by the enterprise.

ShareFile supports WebDAV, which as stated earlier is fraught with speed and stability 
issues. However, WebDAV is not available on ShareFile’s enterprise-tier accounts and 
is not compatible with its on-premises storage option — it is available only to public 
cloud users.

ShareFile provides a client called the Drive Mapper to provide a network drive 
capability, however the Drive Mapper does not appear to offer mature enterprise  
grade capabilities. 

1. The Drive Mapper is for Windows only, leaving Mac users without a solution. 

2. Installation – Users have to restart their computer after installing Drive Mapper  
 – this is a significant problem since most users today simply hibernate their  
 computers and no state of the art application requires a restart today. 

3. Upgrade – when a new version of the Drive Mapper is provided a user cannot  
 automatically upgrade to it. They would have to manually uninstall the old version  
 and install the new version. This is not conducive to mass deployment and silent  
 upgrade processes common in the enterprise. 

“Egnyte provides a 

powerful solution to  

meet the needs of Web 

users, while ShareFile’s  

UI is dated, lacking in  

rich collaborative  

features and lacking in 

feature parity between  

its public cloud and  

on-premises solution.”
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4. The Drive Mapper does not communicate status of a locked file when it’s opened.  
 This leaves users guessing when collaborating, leading to conflicting versions.

Based on this review, we do not believe Drive Mapper is a mature enterprise offering. 

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

WebDAV support 
(on-premises 
deployment)

No ShareFile’s features are not consistent across 
versions.

SSL-based mapped 
drive client for 
Windows and Mac 

No Egnyte’s SSL-based mapped drive client, 
Egnyte Drive, is offered both on Windows 
and Macs without using WebDAV.

ShareFile’s Drive Mapper is fraught with basic 
issues on install, upgrade, and usage and is 
offered for Windows only.

Automated file 
locking from SSL-
based mapped drive 
client

No Egnyte offers file locking on Egnyte Drive as 
well as the WebUI. 

ShareFile introduces conflict and versioning 
problems.

Client installs 
integrated through 
mass installation 
tools

No Egnyte enables automated install for users.

Egnyte Drive Summary 

Based on the above, Egnyte provides a powerful solution to meet the needs of 
traditional desktop users while ShareFile falls significantly short in achieving parity 
across all user interfaces. Coupled with reliance on WebDAV, requirements for each 
user to manage their own drive mappings, and a very manual approach to the Drive 
Mapper client on Windows, ShareFile can significantly hinder adoption and usability 
for the majority of enterprise users.

Desktop Sync     

When working with a sync feature, functionality and performance are critical. This 
section provides a comparison of the functional capabilities and the following section 
addresses a comparison of performance and scalability. 

Egnyte’s Desktop Sync client is available with feature parity on Windows and Mac has 
been optimized for enterprise use cases. Users can selectively sync only the content 
they need, preserving valuable hard drive space and improving sync performance. 
Additionally, users can pre-configure the synchronization folders and “push” them to 
user desktops (perfect for pushing legal docs, departmental docs, etc.) Egnyte also 
has the most scalable sync client in the industry which has been certified to sync up to 
500,000 files per laptop.

ShareFile’s sync clients lag behind Egnyte’s in numerous areas. Though their Windows 
client now offers selective sync (as of Oct 2015), their Mac client is still missing this 
feature. Selective sync allows you to choose specific folders to sync as opposed to 
the entire file set. By contrast, Egnyte has supported selective sync for years. The 
lack of feature parity here reveals ShareFile’s immaturity as an enterprise solution; 
enterprises are heterogeneous environments, where it is a given that users will be 
accessing their content from a variety of different devices.

“Egnyte has the most 

scalable sync client in the 

industry which has been 

certified to sync up to 

500,000 files per laptop.”
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ShareFile sync also does not preserve a file’s original timestamp when syncing to  
the cloud. This means the current date/time is applied to files as they are synced to 
the cloud.

For example, consider a case where a user is migrating their files to the cloud — all 
these files will appear as if they were modified today. Then, if the file is downloaded, 
the local timestamp will also be overwritten even if the file contents don’t change.

This poses problems operationally since it confuses users on when a file was really 
modified. Depending on the use case, this may also pose auditing challenges. 

Egnyte also provides a range of scheduling options for users. The default option is real 
time sync but users who work in areas with limited bandwidth may choose to have a 
sync scheduled between say midnight and 6 am when they are not working on other 
tasks. With ShareFile, the only option is real time sync.

Scalability and performance are major areas of concern with ShareFile’s sync clients. 
ShareFile warns users that they may experience performance issues if they try syncing 
more than 250,000 files — only half of what Egnyte’s sync clients have been designed 
to handle. However, we found significant performance issues with ShareFile with much 
smaller data sets (as low as 20,000 files). This is addressed in detail under the Sync 
Performance and Scalability section.

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Desktop sync # of 
files maximum

250K * 
(note that 
we found 

performance 
issues 

syncing even 
20K files)

500K We saw performance issues when syncing 
well below ShareFile’s stated upper limit of 
250K files.

Feature parity 
between Windows 
and Mac

No Egnyte offers feature parity, whereas with 
ShareFile this has been a significant issue, 
as we cannot assume all users are on a 
single client platform.

Sync scheduling 
options – interval 
(e.g. every 4 hrs), 
schedule (e.g. 
between midnight 
and 6 am) and real 
time

No Egnyte’s flexibility allows users to configure 
sync based on their needs.

ShareFile, on the other hand, does not 
provide any sync scheduling, only real-time 
sync. 

Restrict sync based 
on bandwidth

No Egnyte is equipped to schedule syncs at 
any time whereas ShareFile does not have 
any sync options to restrict sync based on 
bandwidth.

Preserve timestamps 
when syncing

No Egnyte sync preserves timestamps, 
whereas ShareFile sync corrupts the 
integrity of the files’ metadata.

“ShareFile warns users 

that they may experience 

performance issues if 

they try syncing more 

than 250,000 files — only 

half of what Egnyte’s 

sync clients have been 

designed to handle.”
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Desktop Sync Summary
Egnyte provides a powerful sync solution while ShareFile’s solution falls short in 
creating a desktop client designed for the Enterprise: it lacks the sophistication to 
schedule sync time intervals during low bandwidth, the ability to preserve timestamps 
when syncing, and the scalability to sync a large magnitude of files on a computer. 
This information should be reviewed in conjunction with the sync performance data 
in the section below. 

Mobile

Egnyte and ShareFile offer mobile apps for the most popular phones and tablets (iOS, 
Android, Windows), both provide apps that afford users with file management and 
sharing capability to enable access and sharing in a secure manner from the road.

Based on our review, both Egnyte and ShareFile provide comparable mobile 
application capabilities.

End-User Experience Summary 
Egnyte provides a rich and comprehensive user experience for all user type and user 
profiles. ShareFile in contrast falls short in offering a compelling user experience 
across any of the user profiles. This creates significant barriers to adoption within 
the enterprise.

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Modern updated 
web interface

No Egnyte provides consistent investment 
across all platforms, whereas ShareFile 
lacks many features that are necessary for 
a modern and powerful web UI: integrated 
drag & drop with file uploads, an activity 
stream, file commenting, and editing with 
integrated locking.

SSL-based mapped 
drive client

No Egnyte Drive provides a significant upgrade 
from WebDAV-based drive mapping.

Desktop Sync Egnyte’s overall sync performance is 
superior to ShareFile.The exact speeds will 
be discussed in the Performance section 
below.

Modern updated 
mobile client

Featured mobile 
apps for the popular 
platforms (iOS, 
Android, Windows)

“Egnyte provides a rich 

and comprehensive user 

experience for all user 

type and user profiles.”
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PERFORMANCE AND SCALABILITY
This section compares Egnyte and ShareFile in terms of sync performance. Sync 
performance is critical to implementing numerous use cases such as laptop backup, 
remote user access and large file handling. Sync performance has implications not only 
user adoption but also for bandwidth costs. Sync performance and related bandwidth 
consumption must be measured under a variety of scenarios — notably (i) delta syncing 
on files (ii) handling of large files and (iii) handling of large numbers of files. 

Testing Methodology 

The sync testing was done based on the following test parameters. 

• Sync testing of both products was done with the following machine: A 64-bit OS 
with 8GB of RAM running Windows 7

• Performance was tested with an average home network connection: 44.2 Mbps 
down, 12.1 Mbps up (the speeds were measured as an average over three speed 
tests using speedtest.net)

• Each of the sync tests below was repeated 3 times to provide some measure of 
statistical sampling. The results are an average across all three tests.

Comparing Sync for Large Files 

The goal of this test is to drop in a large file and measure how much time the sync 
process takes. 

PERFORMANCE WITH LARGE FILES

FILE SIZE SHAREFILE EGNYTE COMPARISON

100 MB 12:27 02:30 Egnyte 4.8x faster

250 MB 30:06 05:30 Egnyte 5.4x faster

2 GB 4:18:13* 0:28:00 Egnyte on average 9.2x faster

ShareFile crashed in our first test, but 
we were able to get it to complete 2 
times for an average of 4+ hours

Comparing Sync for Large Data Sets

The goal of this test is to drop in a large data set (e.g. 100 files in one shot, 20K files in 
one shot) and measure much time the sync process takes. The 20K file data set was 
made up of multiple folders containing as many as 5K files at most ranging in size from 
a few KB to 1 MB. 

PERFORMANCE WITH LARGE NUMBERS OF FILES

FILE SIZE SHAREFILE EGNYTE COMPARISON

Upload 100 
files

06:30 00:45 Egnyte 8.7x faster

Upload 
20,000 files

Unable to 
complete

20:00 ShareFile crashed and we were unable 
to complete this test successfully

“Egnyte provides a secure 

way to access these 

files from any location 

combined with strong 

centralized administration 

capabilities.” 

– Semperian

> READ THE CASE STUDY

http://www.egnyte.com/corp/case-studies/semperian.html
http://www.egnyte.com/corp/case-studies/semperian.html
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Incremental (delta) Sync Comparison

Egnyte’s Desktop Sync clients have been designed to make syncing changes to existing 
content as fast as possible. Any time you make a change to a file that is already synced, 
Egnyte will only sync the changes or deltas. Delta syncing might not be noticeable when 
working with smaller files, but it is a must-have when working with larger files. 

While it is not possible to conclusively say if ShareFile does delta syncing (it would 
require us to have access to their source code) we can form opinions based on test 
results. 

The table below shows the sync durations when initially syncing a 100MB file and after 
making a changes to the file (incremental sync).

INCREMENTAL SYNC TEST (100MB FILE)

FILE SIZE SHAREFILE EGNYTE COMPARISON

Initial Sync 12:27 2:30 Egnyte 5x faster

Incremental 
Sync (after 
making 
changes to 
the file)

11:20 0:16 Egnyte 43x faster

The behavior of ShareFile’s client imposes an additional strain on your bandwidth 
and slows collaboration, forcing users to wait on the sync even if they have only made 
simple changes.

Performance Summary 
The data above suggests that Egnyte performs orders of magnitude better than 
ShareFile’s sync solution. This has been accomplished by consistent, focused 
optimization on the core sync engine. ShareFile’s sync falls well short of enterprise 
needs, particularly as usage grows to include large files or large file sets. Finally, 
ShareFile sync will result in much higher bandwidth costs for sync. 

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Scalability to handle 
large files

Poor Excellent Egnyte 5x+ faster

Scalability to handle 
large data sets

Poor Excellent Egnyte 14x+ faster

Network efficiency 
when syncing 
changes to files 

Poor Excellent Egnyte supports Delta Sync, ShareFile 
results seem to indicate otherwise though 
we cannot offer a conclusive technical 
opinion without access to their source 
code.

“The behavior of 

ShareFile’s client  

imposes an additional 

strain on your bandwidth 

and slows collaboration, 

forcing users to wait  

on the sync even if  

they have only made 

simple changes.”
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APPLICATION ARCHITECTURE
To address a variety of enterprise use cases, the architecture must possess the 
following characteristics:

Personal (Individual User) Data Architecture

Enterprises have long provided users with the concept of a home folder on a network 
share. An EFSS solution should mirror this by providing end users with a home for 
their personal files (under corporate oversight) so these files can be accessed using 
any device and end users can share files as needed in ad-hoc use cases.

Both ShareFile and Egnyte provide an individual user data architecture. This is 
important to address use cases such as personal sync and share. 

However, it is critical that this architecture work at scale — with large numbers of 
devices, users and data. This is addressed further in the scalability section where we 
document how ShareFile’s sync performance and capabilities fall woefully short.

Shared (Group and Departmental) Data Architecture

Enterprises have relied upon centrally-managed file systems for decades, whether 
network shares, traditional ECM systems (such as Documentum and OpenText) and 
even desktops using Windows Explorer or Mac Finder. The benefit of a “server-centric” 
or “repository” model is centralized management and visibility over all content stored 
in and transmitted through those systems.

Both ShareFile and Egnyte provide a shared data architecture. This is important to 
address use cases such as file share replacement or consolidation and project team 
based collaboration, whether it be internal or external sync and share. 

However, it is critical that this architecture work at scale — with large numbers of 
devices, users and data and have the necessary security controls as well. ShareFile 
falls short in many areas that are documented in the security and scalability section.

Full Administrative Oversight of Private and Shared Data

All end user data and shared data must be instantly accessible to administrators to 
achieve organizational control objectives. Both ShareFile and Egnyte provide this. 

Multi-Instance Capability 

In large organizations, there are many different business units, project groups and 
regions with varying business needs. An EFSS deployment cannot be a one size fits 
all. For example, the finance and M&A department may want to collaborate on files 
in a tightly locked down environment compared to a marketing group doing external 
sharing with less sensitive files. 

Additionally a joint venture or a European subsidiary may need to achieve their own 
custom branding for the file sharing environment or store data in a different region. 
This requires ease of administration and a straightforward end-user experience with 
authorized access to these different environments via a common set of credentials.

“The cloud provided easy 

file sharing and access, 

but only when there 

was a strong Internet 

connection. For our 

needs, the cloud was not 

enough. The combination 

of local + cloud gave us 

the anytime access to  

our large files.”

– Fulton Homes

> READ THE CASE STUDY

http://www.egnyte.com/corp/case-studies/fulton-homes.html
http://www.egnyte.com/corp/case-studies/fulton-homes.html
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Egnyte offers multi-instance capabilities allowing different groups to own environments 
that are managed and controlled with different rules and branding, while optionally 
storing data in different regions. 

For example, a customer could have different Egnyte instances by department, 
geographic location, or even to separate internal-only vs. external data. At the same 
time, each Egnyte instance is linked together so users can easily switch between 
instances to seamlessly navigate their data hierarchy. Navigation from one instance to 
another is accomplished with single sign-on. 

 

Multi-instance access from Egnyte Web UI (Acme USA, left & Acme Worldwide, right)

ShareFile does not offer this capability. As with any consumer solution, ShareFile 
allows customers to create multiple accounts, but there is no way to link these 
accounts together. 

This forces customers to choose between two poor options: either store all data in a 
single account, or make users manage multiple sets of credentials to access their data. 

“As with any consumer 

solution, ShareFile allows 

customers to create 

multiple accounts, but 

there is no way to link 

these accounts together.”
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Edge Caching for Remote Locations

Enterprises usually work with a distributed workforce located in remote offices. The 
ability to access files in these locations is an essential part of successful collaboration. 
Recognizing that bandwidth and geographic distance (and hence network hops) are 
challenges, Egnyte provides the ability to sync local file shares and NAS devices to the 
central data store. This provides fast local access, while still ensuring central data and 
access controls, in addition to providing a comprehensive audit trail.

Edge Caching
Egnyte Storage Sync uses selective sync for different folders at each remote location. 

ShareFile does not provide this capability.

Architecture Summary
In summary, while ShareFile and Egnyte share some architectural similarities around 
data ownership and structure, Egnyte provides a set of powerful tools and options 
around multi-instance capability and edge caching to handle enterprise use cases.

ShareFile’s architecture will also present problems in security and performance as 
organizations scale up — in terms of numbers of users, numbers of files, and size of 
files. This is covered in additional detail in a follow up section.

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Shared Data 
Architecture 

While functionally similar, ShareFile’s 
scalability concerns in this context should 
be considered.

Personal (User 
specific) data 
Architecture

While functionally similar, ShareFile’s 
scalability concerns in this context should 
be considered.

“Egnyte addresses 

multiple file management 

needs for us as the 

company grows and  

is an essential part of  

our infrastructure.”

– Aerohive Networks

> READ THE CASE STUDY

http://www.egnyte.com/corp/case-studies/aerohive-networks.html
http://www.egnyte.com/corp/case-studies/aerohive-networks.html
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CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Full administrative 
oversight of data

Egnyte and ShareFile are functionally similar 
here.

Multi-instance 
Architecture

No Egnyte supports full multi-entity man-
agement that allows customers to create 
separate domains based on geographical 
regions or even at department levels.

ShareFile does not have this functionality. 

Remote office 
caching solutions

No Egnyte Storage Sync enables high speed 
local performance at remote sites. It also 
provides the capability of being able to 
push selective content at remote sites.

ShareFile does not have this functionality. 

DEPLOYMENT OPTIONS
Enterprises demand choice when it comes to deployment. The security and operational 
needs of enterprises vary and it’s important to provide choices for deployment without 
compromising features or user experience. Egnyte provides exactly this choice in 
deployment models while providing standardized ways to deploy and integrate into 
existing enterprise investments.

Public Cloud Deployment

The ability to deploy EFSS in a multi-tenant public cloud environment with a dedicated 
set of instances for the customer. The customer can manage all aspects of the 
application while Egnyte manages the infrastructure. Encryption keys can be managed 
by the provider or the customer. 

Both Egnyte and ShareFile provide this option.

The Red Data Use Case: Control-Tier in Public Cloud /  
Storage in Customer Data Center

The ability to deploy the EFSS control-tier in a multitenant public cloud environment 
with a dedicated set of instances for the customer. The customer can administer the 
application without having to host it and the EFSS solution manages the application 
control infrastructure. However the data storage is behind the enterprise firewall and 
the control-tier integrates securely with the data-tier. 

Both Egnyte and ShareFile offer this capability. Egnyte delivers this capability through 
the Storage Connect product while ShareFile’s delivers this through the StorageZones 
product. StorageZones is a different product compared to the ShareFile public cloud 
solution and hence does not maintain feature parity with their public cloud solution. 
This is not dissimilar to Egnyte Storage Connect and it’s relationship to Egnyte’s  
CFS — i.e. they are different products and we do not have full feature parity between 
these products.

“After researching the 

limitations of a cloud-

only solution, it became 

clear that we needed a 

hybrid approach, which 

Egnyte offered. This gave 

us the flexibility and 

customization we wanted 

in a deployment, allowing 

for fast and secure access 

to files from anywhere.”

– Devcon Construction

> READ THE CASE STUDY

https://www.egnyte.com/corp/case-studies/devcon.html
https://www.egnyte.com/corp/case-studies/devcon.html


© 2016 by Egnyte Inc. All rights reserved Egnyte vs. ShareFile |   17

Whitepaper 

The Yellow Data Use Case: Addressing Large Files 
and Low Bandwidth Scenarios

Enterprises usually work with a distributed workforce located in remote offices. The 
ability to access files in these locations is an essential part of successful collaboration. 
Recognizing that bandwidth and geographic distance (and hence network hops) are 
challenges, Egnyte provides the ability to sync local file shares and NAS devices to 
the cloud. This provides fast local access, while still ensuring central data and access 
controls, in addition to providing a comprehensive audit trail. 

ShareFile does not provide this capability. ShareFile sometimes tries to position Desktop 
sync as a Storage Sync product. However the feature capability and performance of 
ShareFile Desktop sync are no match and this is not an apples-to-apples comparison. 

Standardized Deployment for Hybrid and Private Cloud

A hybrid or private cloud deployment should be deployed in a standardized and 
virtualized manner within the customer data center. For components deployed within 
the customer data center, Egnyte provides a fully virtualized stack that can be scaled 
horizontally. Egnyte’s Storage Connect and Storage Sync can be deployed as virtual 
applications and scaled easily.

A ShareFile hybrid deployment requires specific server platforms (Windows) and 
builds it’s own proprietary storage system atop a CIFS server. This poses significant 
installation and operational management complexity on the customer IT organization.

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Public cloud 
deployment 

Deploy hybrid stack 
(control-tier in public 
cloud + storage in 
Enterprise DC)

Egnyte Storage Connect and ShareFile 
StorageZones both deploy hybrid stack.

Egnyte is unique in that it is the only hybrid 
deployment model where files stay synced 
between the cloud and on-premises. 

Although ShareFile supports a mix of cloud 
and on-premises, it is not a true hybrid as 
it does not support the mode where files 
are kept in-sync between cloud and on-
premises. 

Feature parity 
between public 
cloud solution and 
Hybrid / Private 
cloud solution

No No Egnyte Storage Connect and ShareFile 
StorageZones are separate and distinct 
from the respective cloud products.

Edge / Remote office 
local access solution 
for large files and 
low bandwidth 
scenarios

No Egnyte Storage Sync enables high speed 
local performance at remote sites and 
access to large files during low bandwidth. 

ShareFile does not have this capability.

Standards-based 
virtual on-premises 
deployment and 
horizontal scalability

No Egnyte is easy to manage and scales in a 
standard virtual infrastructure. 

ShareFile requires Windows Server and will 
be much harder to manage and scale.

“We immediately fell 

in love with the Egnyte 

platform because it was 

customizable to our 

specific needs.”

– FMC Technologies

> READ THE CASE STUDY

http://www.egnyte.com/corp/case-studies/fmc-technologies.html
http://www.egnyte.com/corp/case-studies/fmc-technologies.html
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SECURITY
Security of an EFSS solution is governed by many varied capabilities — the ability  
to manage 

users, data, devices, the ability to set defaults and behavior controls across the 
company and finally to audit and monitor activity of every type occurring within the 
application. These different topics are reviewed below.

User Management

This requires the ability to manage the full lifecycle of internal and external users, create 
and manage groups or seamlessly integrate these activities with Active Directory and 
leverage advanced capabilities such as two-factor authentication. 

Both Egnyte and ShareFile provide this capability.

Data Management

This requires the ability to set granular data access controls such as read, write, 
delete, manage versions and data retention policies. The application should also 
provide the ability to provide view only options for files and deny print, copy, 
download (i.e. DRM controls). 

Both Egnyte and ShareFile provide these capabilities. 

Device Management

This requires the ability to manage data access on phones / tablets and laptops  
to ensure administrators can view, black list or remotely wipe devices from a 
central console. 

Egnyte provides device management across all device types. 

ShareFile provides controls and remote wipe only for phones and tablets, but does 
not provide device management for laptops.

Global Controls

It’s important that an organization have the ability to control behavior for certain use 
cases. For example, an enterprise may want to mandate that all remote field users 
leverage two factor authentication when accessing the application or that any files 
shared externally from an instance with M&A information must have have a 30-day 
expiration or less. 

Egnyte provides a rich set of roles and global defaulting options. 

ShareFile lacks several of the global settings available to administrators in Egnyte, 
including the ability to restrict which endpoints users can leverage and what types of 
links they can share. 

With Egnyte, administrators can prohibit the use of public shared links to a folder; this 
sort of global policy is not possible with ShareFile. 

Similarly, while ShareFile does support two-step verification, administrators cannot 
mandate its use, exposing the organization to serious risk. On the other hand, 
Egnyte allows administrators to require two-step verification for all users or even a 
subset of them.

“ShareFile lacks 

several of the global 

settings available to 

administrators in Egnyte, 

including the ability to 

restrict which endpoints 

users can leverage and 

what types of links they 

can share.”
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Auditing

A secure EFSS solution should audit all aspects of user and administrative access 
— logins, device specifics, file system activity, provisioning of users/groups and 
permission changes made to data. Egnyte provides the most comprehensive 
auditing capability covering all the aspects mentioned above. Audit information can 
be consumed through reports, accessed using an API, or integrated into existing 
enterprise processes and tools. 

Although ShareFile’s “Usage Report” does track some file and login events, it fails to 
capture several important pieces of information: failed logins and account lockouts, 
deletions from the account-wide trash, and the endpoints where events take place 
(e.g. Web UI, Mobile, etc). Moreover, ShareFile has no audit coverage whatsoever 
on changes to folder permissions and user or group provisioning (which Egnyte  
covers comprehensively). 

These gaps pose a significant problem for any organization that needs to maintain an 
audit trail to meet compliance regulations. 

CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

User controls to 
manage internal / 
external users

Granular data 
ownership and 
permissions with sub-
folder permissions

View-only controls 
(DRM)

Comprehensive device 
management (visibility 
and remote wipe) for 
phones

Comprehensive device 
management (visibility 
and remote wipe) for 
laptops

No

Egnyte provides remote wipe on laptops 
and mobile devices whereas ShareFile 
cannot support device management for 
laptops / sync-clients.

Comprehensive 
auditing: All login, file 
system, access control 
changes and user 
management events No

Egnyte provides top notch auditing 
capabilities from extensive permission 
reports to user and group provisioning 
reports. 

ShareFile is missing key events (like 
failed logins, permissions changes) that 
are critical to monitor and manage an 
enterprise deployment.

Global defaulting 
and governance of 
file sharing and user 
behavior

No

Egnyte enables the setting of global 
policies to guarantee governance of 
file sharing and user behavior, whereas 
ShareFile lacks these options.

“When Red Bull wants 

to share files outside of 

their corporate network 

with partners, customers, 

vendors, and retailers, 

they can easily send out 

fully customizable  

Egnyte links.”

– Red Bull

> READ THE CASE STUDY

http://www.egnyte.com/corp/case-studies/red-bull.html
http://www.egnyte.com/corp/case-studies/red-bull.html
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CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

Central admin console 
with folder/file usage 
reports, usage reports, 
application usage 
reports, and group/
external user reports 
for content stored on-
premises or in the cloud

No

Egnyte provides full 360 degree 
auditability, whereas ShareFile falls short 
in delivering full reporting and auditing 
capabilities. Egnyte does a good job in 
providing a dashboard that is content-
centric, giving admins full visibility of what 
content is shared (on-premises or in the 
cloud) with internal and external users. 

Security Summary
While ShareFile provides data and user management controls, ShareFile falls short 
on providing comprehensive device management — a critical aspect for managing a 
remote and mobile workforce. Additionally, ShareFile is lacking a comprehensive set 
of global defaults and auditing capability. Egnyte has great coverage across all devices 
and centralized management and control.

EXTENSIBILITY
Every enterprise needs to integrate new applications with existing applications. 
Additionally specific business process may require extending the EFSS platform to 
accommodate enterprise specific workflows. An EFSS solution must have a robust 
set of tools to allow easy integration. A comprehensive integration framework must 
provide the following: 

API Library

An API library should allow for the full range of EFSS actions through API — managing 
users, groups, ability to create, edit, delete files or perform advanced functions such 
as sharing and search or reporting. 

Both Egnyte and ShareFile provide these capabilities.

Embeddable UI

The EFSS UI should be embeddable in other applications so as to allow file actions to 
be easily ported into other enterprise apps.

Both Egnyte and ShareFile provide these capabilities.

Extensible UI

The EFSS UI should be extensible, allowing new actions and workflows to be seamlessly 
added to the “standard” Web user interface for specific use cases (i.e. adding custom 
menu options for custom file actions). 

Egnyte offers this capability, but ShareFile does not.

“We needed to find a 

solution, that offered 

more control and that 

could be easily used  

by everyone. Egnyte is 

that solution.”

– M&C Saatchi

> READ THE CASE STUDY

http://www.egnyte.com/corp/case-studies/mc-saatchi.html
http://www.egnyte.com/corp/case-studies/red-bull.html
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CAPABILITY SHAREFILE EGNYTE EGNYTE ADVANTAGE

API to manage users, 
files, sharing, search 
etc.

Both provide API’s for content and admin 
functions.

Embeddable UI Both Egnyte and ShareFile “plug” into other 
applications.

Extensible UI
No

Egnyte enables customers to add custom 
menu options and workflows directly into 
the Web UI.

Out-of-Box Connectors

Providing out-of-box connectors is an essential part of integrating with various 
enterprise systems. 

ShareFile offers connectors for SharePoint, network file shares, consumer cloud 
services, and Office 365.

Egnyte has native, out-of-the-box connectors and integrations with a variety of 
solutions — file shares, NAS, SAN (Windows, NetApp, EMC); productivity suites such as 
Google Apps, Office 365, Office Mobile; business applications such as Salesforce.com; 
and collaboration platforms such as Jive. 

Egnyte has historically partnered with 3rd-party vendors to provide connector support 
for ECM systems. However, Egnyte is now actively expanding native support to a variety 
of ECM solutions. Native out-of-the-box connectors to SharePoint are now available. 

FINAL COMPETITIVE SUMMARY
Egnyte offers a powerful multi-use case architecture, superior usability across all 
user and usage profiles, best in class security, enterprise grade performance and 
the most flexible deployment options which can be implemented in a standardized 
and scalable fashion.

While ShareFile does offer some parity with Egnyte, it falls woefully short in terms of 
usability, sync performance, management and audit features. 

Additionally ShareFile’s public cloud product and Hybrid cloud product lack feature 
parity because they are two different products. This results in a compromised user 
experience and administrative ability. ShareFile’s hybrid product also requires 
several specialized infrastructure elements to install and scale up compared to a 
fully virtualized Egnyte solution with integration into Atmos for storage. 

Finally, ShareFile simply cannot match Egnyte’s pace of innovation, which is a gap 
that will only widen over time.

Egnyte’s experience, focus, and enterprise-class features make it a safe choice for 
enterprises’ short and long term file sync and share needs.

“Egnyte’s experience, 

focus, and enterprise-

class features make 

it a safe choice for 

enterprises’ short and 

long term file sync and 

share needs.” 

http://www.egnyte.com/corp/case-studies/red-bull.html
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